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Figure 1 Three CFG of two firmwares with different version
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Figure 2  Binary file matching process
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Figure 3  Single round of candidate function group construction process
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Figure 5 Examples of matching results
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Table 1 List of files to be compared

SRR AR A B
Al ¢2600-advipservicesk9-mz.124-15.t4 187 365
A2 ¢2600-advsecurityk9-mz.123-14.t7 85 864
A3 ¢2600-ds-mz.121-5.t7 57 947
A4 ¢2600-entbase-mz.123-11.t 79 355
A5 €2600-ik9s-mz.122-26 61916
A6 ¢2600-i03-mz.121-7 26619
A7 ¢2600-ipbase-mz.123-6f 53 877
A8 €2600-is-mz.122-2.xt 68918
A9 €2600-ix-mz.122-11.t11 41452
Al10 ¢2600-jk903s-mz.122-28 73 856
B1 ¢2600-advipservicesk9-mz.123-11.t8 125 416
B2 ¢2600-advipservicesk9-mz.123-8.t 125 781
B3 ¢2600-advipservicesk9-mz.124-8 140 723
B4 ¢2600-advsecurityk9-mz.124-23 87357
B5 ¢2600-i-mz.123-18 46 303
B6 ¢2600-ipbase-mz.124-5 66 091
B7 €2600-is56i-mz.121-14 46 830
B8 €2600-ix-mz.123-11.t 59 583
B9 ¢2600-j1s3-mz.123-24 91 589
BI10 €2600-jsx-mz.123-11.t 120 031
Cl ¢800-universalk9-mz.SPA.154-3.M10 388 468
C2 ¢800-universalk9-mz.SPA.155-3.M5 420071
C3 ¢800-universalk9-mz.SPA.156-3.M4 435324
Cc4 ¢800-universalk9-mz.SPA.157-3.M 434759
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Table 2 Number of matching nodes per unit time (number of matches/s)

0
K
70% 80% 90% 100%

1 2.2 (2249727/1022386) 2.05 (2142435/1046574) 2.24 (1869028/835100) 2.57 (1572394/610913)
10 2.25 (2268523/1006288) 2.28 (2159454/945639) 2.24 (1886530/841410) 2.58 (1578812/611188)
50 2.44 (2273280/932350) 2.23 (2162729/967990) 2.27 (1904032/840368) 1.88 (1584180/841044)
100 2.19 (2279676/1042411) 2.65 (2104008/794232) 2.28 (1909337/836784) 2.3 (1589379/691464)
500 2.56 (2299658/899247) 2.3 (2193307/954281) 2.09 (1930581/922702) 2.1 (1609010/765023)
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Table 3 Matching function effect of each strategy
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GEVHRHIE 3015 9511 99 0 0
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Table 4 Matching function effect of calling relationship strategy

ST I ¥E/s UNIRE e N RIGIFE RIBEE IR
LESS 759 176 1325 891 1651 4438 525
JUER A A 565724 950 268 14 372 96 458 5220

AN A B IR 129 327 537577 28 744 8308 9942
TS A BN 508 578 788 314 28 744 168 168 13 064

#*5 BERMLELRS Bindiffs MERE
Table 5 The amount of difference between the matching results of each strategy and Bindiff 5

il 75 SRIC e H RINEAPRIN WHSS TR J A BT TR 25
A2 m CLIE T 10 094 1.87% 21
T R C T 20 094 2.55% 26
MLl 244 166 31.19% 14
ADERCX 8] 33133 64.70% 10
GEHRHIE 215 2.26% 121
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Table 6 Comparing the same series of firmware to test the results of the matching differences of each strategy

S RIS ﬂt);&g/t/l\ﬂﬁ Bindg/f\ﬁﬁ%( ﬂﬁlg;i%ﬁi:{%ﬂ% Aiﬁﬁﬁizﬁﬂ'ﬁiﬁ
ST R IR 500 433 5 40 22
T H O 500 402 13 60 24
ek 500 435 2 27 36
ENUN S ] 500 351 2 64 82
GEVHRHIE 215 210 0 4 1

RT7 ERVIEM &R TR EFRERmNIER

Table 7 Cross-series firmware comparison of each strategy matching difference result sampling test situation

Pl ZSICECHRE  ASOUNEIEMECE  Bindiff IEFECE PIMOSEARADNERRECRE N L TCIRE E PAN v I
AT L E L RS 100 66 3 16 15
TR CITAS 100 71 4 16 9
JELEHbL 100 77 0 10 13
AR ICHC X (8] 89 73 0 16 0
GeihRHAIE 77 68 0 8 1
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